
Privacy Portals: Selling Personal Information With Your Consent 

Privacy firms like OneTrust, Osano, Securiti.ai and DataGrail provide platforms for consumers to exercise their 
privacy rights. These companies feature glowing testimonials from satisfied business customers but what you 
never see is a quote from Joe Q. Public saying, "I loved using this portal to exercise my privacy rights. It was so easy 
and businesses responded to my requests quickly and accurately." 

This case study explains how these companies routinely violate privacy laws by limiting choices, collecting more 
personal information than needed, processing it without written authorization from their own customers, selling 
personal information (and AI-powered 'insights') to undisclosed third parties, and concealing audit records from 
consumers who can't prove they initiated 'verifiable privacy requests'. 

 

Here are three events I discovered from a registered data broker, NextRoll (formerly known as AdRoll), as a 
response to my CCPA Request to KNOW:  

 

 

After correlating these three events with records I maintain as a California Consumer, I discovered the undisclosed 
content for the three fields highlighted in yellow:  
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Often, at the time of fulfillment or soon thereafter, organizations responding to privacy requests ask, “If you have 
any questions or concerns, please contact…”. 

I do have questions and concerns: 

Question #1. Why are many of the fields blank?  

 

Question #2. As you can see, there are additional fields where collected information is stored. Why is NextRoll 
disclosing the “Advertising ID” but not the “cookie created date”? 

 

Question #3. If the cookie value, event_timestamp, and the advertisable_eid is known, is it possible that NextRoll 
does not know the referrer, user-agent, or my ip address? 

Concern #1. If the data broker, NextRoll, isn’t tracking my location, my device, or the unrelated sites I visit, how can 
they actually satisfy their customers who are paying them for this information? Either NextRoll is hiding information 
from me as a California Consumer, or making fradulent marketing claims about their capabilities – which is it?  

Question #4. Why these three events, and not the other records I have containing my Cookie value? 

Concern #2. As a California Consumer, I have the right to CORRECT any inaccurate information organizations store 
about me, but there is no mechanism available to me for exercising my right to do so. 

Question #5. How can I, as a California Consumer, correct the incomplete records by submitting the omitted field 
values? 

Question #6. How can I, as a California Consumer, correct the incomplete record set by submitting the omitted 
event records that I maintain? 
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To answer these questions and address my concerns, we can ask the other parties associated with these event 
records. 

 

HERE'S WHAT I DID NOT DO 

NIST: I could issue a Freedom of Information Act Request to the owner of the NIST Privacy Framework Repository 
where I issued a pull request for the CCPA-PrivacyFramework crosswalk I contributed, or, I could ask other 
contributors to check if they were also tracked by NextRoll; 

OneTrust: I could submit a CCPA Request to KNOW to OneTrust, and expect they would disclose NextRoll’s 
tracking of my privacy request to Optery, a data deletion company. But I know from previous requests that OneTrust 
NEVER responds to them, nor does OneTrust answer my questions or concerns even though I have a direct 
relationship and online account with OneTrust as a privacy professional. 

Optery: I could ask Optery’s CEO if they can retrieve any events from OneTrust that share the same cookie or 
Advertising ID value, but I’ve already determined that Optery poses no risk to me and I don’t want to take their 
valuable time to get entangled in a private, third-party dispute. 

The California Privacy Protection Agency: I could also issue a FOIA request (the State of California equivalent) to 
discover if the Agency is aware of data brokers who track consumers activity when they submit a formal consumer 
complaint online. But I know the Agency has more pressing priorities and I don’t want to distract them from their 
rule-making and enforcement responsibilities. 

LinkedIn: I could also issue a CCPA REQUEST to KNOW, but LinkedIn has for its membership, a self-service online 
account portal where this can be fulfilled – which I exercise more frequently than the CCPA requires (one every six 
months). From these records, I can find no identical cookie values, and if I asked a question, I would be referred to 
Microsoft, which I’ve had no luck with getting responses to any of my inquiries (with one exception). 

Github: I could also issue a CCPA REQUEST to KNOW, but Github is also owned by Microsoft, and I’ve already 
determined that exercising my privacy rights with Microsoft is a waste of my time. 

The Washington Post: I could issue a CCPA Request to KNOW all the cookies used on their site which tracks my 
digital journeys, or ask them to disclose any written contracts they have with NextRoll or OneTrust which authorizes 
them to collect and share my personal information. But I haven’t -- because no one else does that. I know that 
companies can’t spend an improportionate percentage of their budget on one-oƯ anomalies, and that no 
organization has been willing to provide me with just the date of their written agreements to process personal 
information with their vendors and other third-parties. (Businesses generally consider the date to be a ‘trade-
secret’.) 

Other Stakeholders: I could ask other stakeholders – individuals who have had their privacy requests tracked 
through One Trust’s Privacy Portal or Cookie Consent Management Platform or Data Discovery & Fulfillment 
Module, or I could ask other WashingtonPost subscribers, LinkedIn members, or Github users, etc. etc. – but I don’t 
know who they are. Even if I did know who they are I wouldn’t want to invade their privacy and bother them with 
getting entangled in my third-party dispute.  

 

 

 



PrivacyTech case study           Page 4 

 

HERE'S WHAT I DID DO 

1. To find out if “it’s just me” or “ a systemic issue”, I queried other Registered Stakeholders on the Yo.ai 
Platform: 

SELECT (rs.dID, al.timestamp, o.orgID, e.cookieName) 

FROM RegisteredStakeholders rs, Organizations o, ActivityLogs al, Evidence e 

WHERE … 

 

2. I compared other databrokers with NextRoll to see if and how they track privacy requests through OneTrust. 
3. I compared other privacy portal firms (Osano, Securiti.ai, DataGrail) with other databrokers to see if and 

how they track privacy requests. 
4. I compiled a dataset of all privacy requests I’ve ever made through all third-party privacy portals, which 

involves extracting submitted form values from screenshots, and mining cookies exported from my 
browsers in .json format. 

5. I authored this case study to show how privacy portals collects, processes, and shares personal 
information without notice, authorization, choice, transparency, or accountability. 
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How OneTrust, Osano, Securiti.ai, and DataGrail routinely violate privacy laws 

According to the CCPA Regulations, limiting choices, collecting more personal information than needed, 
processing personal information  without written authorization, selling personal information (and AI-powered 
'insights') to undisclosed third parties, ignoring or denying privacy rights requests, concealing audit records, and 
hiding evidence from consumers and regulators are all violations of the CCPA and/or CPRA. 
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These screenshots are saved in a dossier I maintain on each organization, along with other complaints and 
supporting evidence. A common problem with exercising privacy rights through these web portals is that 
consumers must take screenshots as the only form of documenting their requests, and most complaint forms do 
not accept attachments. 

Although I’m filing the complaint under penalty of perjury, I’m not given the option of uploading my dossier and 
supporting evidence – and the CPPA is not going to access my ActivityLogs and other evidence from my public data 
catalog. 

Therefore, I’ve always submitted an additional complaint through the California OƯice of Attorney General: 

 



 

The first complaint I submitted against AdRoll was on 1/17/2024. 

The second complaint was submitted on 4/4/2024 after an unsuccessful attempt to correct the records that AdRoll 
maintains about me. 

 

Now that AdRoll has either changed their name or ownership since filing my first complaint, I begin my discovery 
process all over again, recording their new policies, CCPA Metrics Report, List of Subprocessors, a new law 
regulating data brokers, and a new privacy portal vendor, DataGrail. 

I also reported, “I was coerced into providing false information in my Request to CORRECT due to NextRoll’s 
configuration of its privacy portal, hosted by an undisclosed vendor, DataGrail, which processes my personal 
information without my consent.” 
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April 1, 2024 
 
PrivacyPortfolio, LLC, an authorized agent representing Craig S. Erickson, a California Consumer, seeks the correction of 
specific pieces of inaccurate personal Information and undisclosed collections of personal Information that [NextRoll, Inc. 
(formerly AdRoll, Inc.)] has collected about Craig S. Erickson, including: 

 How the personal information is categorized; 
o [Correct omitted disclosure of “EMPLOYMENT or Job Applicants” category in your fulfillment of my CCPA 

Request to KNOW. 
 For what purpose the personal information is used; 
 Who the personal information is shared with; 

o [Correct your disclosure of 1. EVENTS DATA (located on “Events” tab): You did not disclose that my personal 
information was shared with OneTrust, LLC.] 

 Sources of the personal information; 
 Non-disclosed personal information collected; 

[Correct your Record-Keeping: Include these 2 unrecorded and non-disclosed event along with my job 
application, resume and cover letter submitted, and the third party job applicant portal my personal 
information was shared with my consent.] 

[Correct your Record-Keeping: Include these 3 unrecorded and non-disclosed events along with my notarized, 
authorized agent consent directive.]  
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 Consent or authorization to collect, process, or share personal information; 
o [Correct your Consent Management Records: I did not consent to or authorize deletion of my personal 

information.] 
o [Correct your Consent Management Records: I did not consent to or authorize sharing  of my personal 

information with OneTrust, LLC.] 
 Non-disclosed events when personal information was collected, processed, or shared.   

o 11/1/2023 - Privacy Question: Use of AI for ADM via OneTrust Web Portal 
 [Correct your Record-Keeping: Include this unrecorded and non-disclosed event along with my 

attached, mandatory Risk Assessment Questionnaire on [AdRoll]’s use of Automated Decision-
making Technologies: CCPA - AI and Automated Decisionmaking Technologies (ADT) Risk 
Assessment Questionnaire.xlsx]  

o 12/15/2023 – CCPA Request to KNOW via OneTrust Web Portal 
 [Correct my Request Type(1): from “I want to have access to my data” to “CCPA Request to KNOW”]  
 [Correct my Request Type(2): from “Thank you for submitting your request to access and delete 

personal information collected by NextRoll, Inc. and completing the authentication form(s)” to ““Thank 
you for submitting your request to access personal information collected by NextRoll, Inc. and 
completing the authentication form(s)”]  

 [Correct my Request Type(3): from “Thank you for submitting your request to access personal 
information collected by NextRoll, Inc. and completing the authentication form(s)” to “Thank you for 
submitting your request to access personal information collected by NextRoll, Inc. and validating your 
identity by submitting your email address where you believe you are receiving targeted 
advertising from NextRoll”] 

o [date unknown] – [Correct your Record-Keeping: I did not complete an authentication form. Please 
remove this wording from your fulfillment of my CCPA Request to KNOW, unless you can disclose the 
authentication form I completed and the date and time it was completed.] 
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Here are screenshots from the OneTrust Privacy Portal: 

 

As you can see, there is no mechanism for me to attach my notarized Agent Authorization Directive. 

I would expect to see it in my “Attachments” section of the privacy portal. 

Here is the text of my  
Request Completed  
, 01/04/2024, 05:37 PM PST MM/DD/YYYY, 

Hello Craig S. Erickson , 

Thank you for submitting your request to access and delete personal information collected by NextRoll, Inc. and 
completing the authentication form(s). The following is NextRoll’s access request response made pursuant to 
Section 3 of the California Consumer Privacy Act (Section 1798.110 et seq. or “CCPA”). You will find the data 
attached with an appendix below explaining each line. 

Finally, we have also completed your request to delete your personal data. NextRoll will maintain a record of 
your request as required by Section 999.317(b) of the CCPA. 

This response prompted me to file another complaint – this time to CORRECT the PRIVACY REQUEST – which 
under the law, I am not entitled to do under the CCPA. However, it does impede not only my right to KNOW, but 
also deletes evidence supporting my complaints which I attested to under penalty of perjury at the CPPA, the OAG, 
the OneTrust portal, and also, the DataGrail portal. 
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When I submit my privacy requests, I always use the wording exactly as it appears in the CCPA Regulations, which 
includes every disclosure I am entitled to KNOW, including third-parties like: 

3. B2B CONTACT DATA (located on the “B2B” tab). This is business intelligence information purchased by 
NextRoll and offered through NextRoll’s B2B service, RollWorks. The third party source of this data includes: 
HunterIO, People Data Labs, OxyData Inc, and Crunchbase. 

4. ATTRIBUTION DATA (located on the “B2B” tab). Firmographic, demographic, and buyer intent 
information associated with a user’s cookie ID to provide insights on the type of B2B customers that appear to 
be interested in specific products or offerings on a Digital Property. The third party sources of this data include: 
Bombora, Dun & Bradstreet, and NextRoll. 

Now I have 7 more organizations to mine for personal information in support of my complaints. 

However, from my own records and the NextRoll List of Subprocessors, I know this to be incomplete: 

AdRoll Pixel Partners  

AdRoll partners with hundreds of publishers, networks, and exchanges to make it easy for you to advertise broadly 
online through one platform. The AdRoll Pixel acts as a bridge between our advertising partners and our 
advertisers. 

Once you connect your site to AdRoll by installing the Pixel, you might see additional network requests from 
inventory partners. These partners expand the places where we can buy ads for you online, and help us connect 
your ad to the right person at the right time. 

Here's a list of our top inventory partners:  

Partner    Legal Links 
Google    Policy Page 
Facebook    Policy Page 
LinkedIn    Privacy Policy 
Yahoo & Verizon Media Video Exchange Policy Page 
Bidswitch    Privacy Policy 
Xandr    Privacy Policy 
OpenX    Privacy Policy 
Magnite    Privacy Policy 
Index    Privacy Policy 
Pubmatic    Privacy Policy 
Taboola    Privacy Policy 
Outbrain    Policy Page 
TripleLift    Privacy Policy 
We also connect non-inventory partners, such as LiveRamp to the AdRoll Pixel. LiveRamp helps your customers 
when you use CRM targeting and opt in to our cross-device graph. They also support third-party data onboarding 
and targeting. 

LiveRamp   Privacy Policy 
Experian   Privacy Policy 
 

This adds 15 more third-parties, but the list only includes “our top inventory partners”. 
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It doesn’t include the company that acts as NextRoll’s Data Protection OƯicer (which also does not respond to 
consumers’ questions or concerns.) 

Lucid Privacy Group 
Attention: NextRoll Data Protection OƯicer 
1050 Page Street 
San Francisco, CA 94117 
USA 

 

 

Which one of these images is used as “an AdRoll Pixel”, and how many distinct organizations is this information 
shared with? 
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This is the only choice available to me, using DataGrail’s Privacy 
Portal to submit a CCPA Request to CORRECT my personal information. 
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DataGrail’s form does allow me to declare representation by my 
authorized agent, PrivacyPortfolio, but does not allow me to upload my notarized Authorized Agent Consent 
Directive; nor does DataGrail verify my identity and my agent authorization as required under the CCPA. 

Who is violating the CCPA? NextRoll? OneTrust? DataGrail? 

How can I, as a California Consumer, detect whether my privacy rights requests were included in NextRoll’s CCPA 
Metrics Report on their website? 
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Last Updated on: August 7, 2023    Last Updated on: July 1, 2024  

Number of Requests to Know Received:   8 Number of Requests to Know Received:   1 

Number of Requests to Know Complied 
With:  7 

Number of Requests to Know Complied 
With:   1 

Number of Requests to Know Denied:*   1 Number of Requests to Know Denied:*   0 

Number of Requests to Delete Received:   7 Number of Requests to Delete Received:  32 

 
Number of Requests to Delete Complied 
With:   6 

Number of Requests to Delete Complied 
With:   11 

Number of Requests to Delete Denied:*   1 Number of Requests to Delete Denied:*  1 

Number of Requests to Opt-out Received:  
553,999 

Number of Requests to Opt-out Received:  
317** 

Number of Requests to Opt-out Complied 
With:   553,999 

Number of Requests to Opt-out Complied 
With:   317** 

Number of Requests to Opt-out Denied:   0 Number of Requests to Opt-out Denied:   0 

Mean Number of Days to Respond to 
Requests to Know:  14 

Mean Number of Days to Respond to 
Requests to Know:   21 

Mean Number of Days to Respond to 
Requests to Know and Delete:   13 

Mean Number of Days to Respond to 
Requests to Know and Delete:   16 

Mean Number of Days to Respond to 
Requests to Opt-Out:   1 

Mean Number of Days to Respond to 
Requests to Opt-Out:   1 

Pursuant to the California Consumer Privacy 
Act of 2018 (“CCPA”) Section 999.313(g), 
NextRoll is providing the following metrics for 
the 2022 calendar year (January 1-December 
31) for requests received from consumers on 
our Privacy Request webpage. 

[information collected on 4/3/2024] 

Pursuant to the California Consumer Privacy 
Act of 2018 (“CCPA”) Section 999.313(g), 
NextRoll is providing the following metrics for 
the 2023 calendar year (January 1-December 
31) for requests received from consumers on 
our Privacy Request webpage. 
 
[information collected on 1/2/2025] 

 

These metrics required by the CCPA, only represent the privacy rights requests received through the OneTrust 
portal, and not any requests received through other portals, such as DataGrail’s, or any email requests, or any GPC 
signals processed. 
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The CPPA has undisputed jurisdiction over data brokers that collect or process the personal information of 
California Consumers. The CPPA has the authority to audit the record-keeping of privacy requests. The CPPA could 
subpoena records from the privacy portal vendors to verify the above-reported CCPA Metrics. The CPPA could also 
investigate whether this data broker has written contracts with its vendors which authorize them to process 
personal inforation of consumers on NextRoll’s behalf. However, neither the CPPA, nor the data broker in question, 
are required to provide to consumers relevant information that could help consumers control the use of their 
personal information. 

My objective is not to punish organizations that violate the laws intended to protect consumers’ privacy – but to fix 
the issues obstructing consumers’ right to KNOW, and other important privacy rights as “consumer controls”. If I 
were to count all the privacy requests I’ve submitted over the last five years, calculate the average number of days 
to process each one, and then add to that, the time it takes from when a complaint is filed up to when it is done 
investigating a company,  I’d find the window of opportunity to remediate issues closed. 

I cannot, exclusively by myself, test what might or might not be fixed – I need corroboration from other Registered 
Stakeholders, which is why I created the Yo.ai Platform.    

The Yo.ai Platform oƯers both scale and velocity. Speed is important because administrative controls such as 
legislation progresses over years, while technology progresses at the speed of engineering.   
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Securiti.ai 

The case study also reports on how Securiti.ai violates privacy laws by limiting choices, collecting more personal 
information than needed, processing it without written authorization from their own customers, selling personal 
information (and AI-powered 'insights') to undisclosed third parties, and concealing audit records from consumers 
who can't prove they initiated 'verifiable privacy requests'. 

Unlike OneTrust and DataGrail, Securiti.ai did respond to my CCPA Request to KNOW, and my technical issues 
with their platform -- even through my Request to KNOW wasn’t fulfilled. Therefore I will leave it to the reader to 
download the ActivityLog, ComplaintLog, and other evidence published on my public data catalog, if they’d like 
more detailed information.  

But like all privacy portals, Securiti.ai isn’t authorized to process my personal information and has not responded 
to my request to prove I consented to their processing of my privacy requests to NextRoll. All of these privacy portal 
companies, like other vendors and service-providers, refuse to disclose only the date of written agreements with 
their customers. What role does AI play in processing data access requests? Are they making decisions 
automatically on which requests to process and how? Will Securiti.ai be required to submit annual cybersecurity 
audits and risk assessments as  a high-risk processor, or are they exempt? 
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Osano 

Osano acquired Wirewheel, a privacy tech firm that also processed data subject access requests. Osano claims 
no responsibility for any personal records collected or processed by Wirewheel. Why should it? Osano’s founder, 
Arlo Gilbert, came up with a great promotion: 

   

I accepted Osano’s challenge by filing a complaint with the FTC against Osano: 

 

This highlights the limitations of filing complaints with the FTC or any other regulatory agency: often there is an 
insuƯicient character limit on the text field for describing the complaint, with no other options for providing 
evidence.  
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This particular case also highlights the value of collecting evidence: if the evidence is never reviewed there should 
be no investigation, and if there will be no investigation there is no need to review evidence. This “insider 
knowledge” is what Arlo Gilbert uses to insure his $200,000 bet. The probability that any company, including 
Osano, will ever be fined by a Data Protection Authority, is less likely than winning a billion-dollar lottery. At the 
same time, companies like Osano, OneTrust, and Securiti.ai advertise their privacy tech software to iapp 
(International Association of Privacy Professionals) members, warning about how regulators will ruin your 
company reputation if you don’t buy their software.  

Company history is an important risk factor.  

On 8/19/2020, ISSA ( Information Systems Security Association) hosted a webinar with Osano as the featured 
presenter, discussing how important it is to monitor your vendors, using privacy practices as an eƯective metric for 
evaluating security controls. Today is January 3, 2025 and who would have guessed that some California 
Consumer would actually monitor Osano’s privacy practices using Osano’s recommendations. Unfortunately, 
evidence and events that took place more than one year ago are too stale and not considered to be relevant in 
supporting a complaint. History can tell if a violation is a one-time exception, a two-time troubling trend, or a three-
time chronic habit.  

 

 

Arlo Gilbert knows that people don’t want more government regulation. 

Arlo Gilbert knows that government regulators are largely ineƯective. 

Arlo Gilbert knows that no matter how many data breaches Osano suƯers and how reprehensible Osano’s privacy 
practices are, or how Osano is rated as a vendor by its competitors in the “third party risk ratings” industry, almost 
no one is ever fined or ostracized by other companies for violating people’s rights and putting them at risk of harm. 
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Exhibit A (A for Arlo): 

April 27, 2024 
 
PrivacyPortfolio, LLC, an authorized agent representing Craig S. Erickson, a California Consumer, seeks the 
correction of specific pieces of inaccurate personal Information and undisclosed collections of personal 
Information that [Osano, Inc., A Public Benefit Corporation] and [Wirewheel, Inc., a company acquired by 
[Osano, Inc., A Public Benefit Corporation] ] has collected about Craig S. Erickson. 
 

Status      Name                               Policy Date 
UNDISCLOSED Collection Osano, Inc., A Public Benefit Corporation 10/1/2023  
NO FULFILLMENT  Wirewheel, Inc.     10/10/2022 
 

Notify Date Request Type  Notify Email    
11/6/2023 Privacy Question-Business https://www.osano.com/legal/dsar 
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CAPTION: Make sure you whitelist the datasubject.com domain in your email 
program and remember that Osano.com is the true sender even though we are a 
spammer known to all members of APWG.org. And please – do not reply to this 
email address – it’s only for notifying you to log into our secure portal 
because email cannot be trusted – and we don’t want you to contact us anyway.  
 
 
Response Date       Response Type                Responder Type          Response 

11/6/2023          ACTION REQUIRED         Anonymous                Email Verification 
In order to help you with your data request with Osano, Inc., A Public Benefit Corporation you must click on the following secure link 
to verify your email: 
Verify Your Email 
If you don’t verify your email, Osano, Inc., A Public Benefit Corporation may mark this request as closed and you will have to submit 
a new request. 
You are receiving this email because you have submitted a data subject rights request through our portal. If you did not make a data 
rights request please ignore this email and no further action is needed. 
 

Response Date       Response Type      Responder Type   Response 
11/6/2023           ACK                   Anonymous  We've verified your email. 
We've confirmed your email and your request has been sent to our Data Privacy Team. 
What to expect next: 
1 
Our Data Privacy Team will begin processing your request as soon as possible. 
2 
In order to check the status of your request, and receive communications and documents related to your request, you will need to 
login into our Secure Messaging Portal. In some cases, our Data Privacy Team may require additional information from you, which 
will also be communicated through the Secure Messaging Portal. 
Login to the Secure Messaging Portal 
3 
Once your request has been marked complete in our system, all communications and documents transferred through our Secure 
Messaging Portal will be removed within 1 year. If you have additional questions you may be required to submit a new request. 
You are receiving this email because you have submitted a data subject rights request through our portal. If you did not make a 
data rights request please ignore this email and no further action is needed. 
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Request Date Request Type Request Endpoint             Request Portal    
10/7/2023    Privacy Question          info@wirewheel.io [none] 
 
Request Date Request Type Request Endpoint             Request Portal    
12/18/2023 KNOW  info@wirewheel.io           [none] 
 
Response Date       Response Type      Responder Type        Response 

  12/20/2023         Fulfillment             Portal                      Your Data Rights Request is Complete 
Hello, we have finished a search of our systems and have not found any records relating to you. Let us know if you have any 
additional questions. 
Go to Secure Portal 
If you have questions about this request, please send a message through the Secure Portal. A member of the privacy team will assist 
you. 
 

 How the personal information is categorized; 
o [Correct omitted disclosure of “[Categories Searched]” category in your fulfillment of my CCPA 

Request to KNOW.] 
o [Correct the categories of personal information, categories of sources of personal information, 

and categories of third parties to whom a business sold or disclosed personal information, in a 
manner that provides consumers a meaningful understanding of the categories listed. I do not 
know if Osano’s acquisition of Wirewheel amounts to a sale or sharing of personal information, 
nor which privacy policy or categories are referenced in terms of Notice of Collection or 
fulfillment of my CCPA Request to KNOW.] 

 For what purpose the personal information is used; 
o [Correct omitted disclosure of [PURPOSE] for “[Undisclosed Collection]” category in your 

fulfillment of my CCPA Request to KNOW.] 
 Who the personal information is shared with; 

o [Correct omitted disclosure of [UNDISCLOSED EVENTS] from [UNDISCLOSED THIRD 
PARTY]: My request to [Wirewheel, Inc.] did not disclose that my personal information was 
shared with [Osano, Inc., A Public Benefit Corporation]] 

 Sources of the personal information; 
o [Correct omitted disclosure of [UNDISCLOSED COLLECTION CATEGORIES]  purchased by 

[Osano, Inc., A Public Benefit Corporation] or [Wirewheel, Inc.] from disclosed third parties.  
o [Correct omitted disclosure of [UNDISCLOSED COLLECTION CATEGORIES]  purchased by 

[Osano, Inc., A Public Benefit Corporation] from undisclosed third parties.  
 third party source: [ ]; third party disclosed collection categories: 

o [Correct omitted disclosure of [UNDISCLOSED DATA ELEMENTS COLLECTED THROUGH 
THIRD PARTIES]. 

 third party source: [ ]; third party disclosed data elements: { } 
 Non-disclosed personal information collection events; 

[Correct your Record-Keeping: Include these 2 unrecorded and non-disclosed events along with my 
scheduled meeting with Arlo Gilbert and email correspondence 
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o 
[Correct your Record-Keeping: Include these 3 unrecorded and non-disclosed events along with my 

notarized, authorized agent consent directive.]  
o My Request to Limit 
o My Request to KNOW 
o My Consent to Receive Newsletter Subscriptions via Email 

 
 

 Consent or authorization to collect, process, or share personal information; 
o [Correct your Consent Management Records: I was not notified of Wirewheel’s acquisition by 

Osano, and I did not consent to or authorize sharing of my personal information collected by 
Wirewheel with Osano.] 
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 Non-disclosed events when personal information was collected, processed, or shared.   

o 11/6/2023 - Privacy Question: Use of AI for ADM via email 
 [Correct your Record-Keeping: Include this unrecorded and non-disclosed event along 

with my attached, mandatory Risk Assessment Questionnaire on [Osano, Inc., A 
Public Benefit Corporation]’s use of Automated Decision-making Technologies: 
CCPA - AI and Automated Decisionmaking Technologies (ADT) Risk Assessment 
Questionnaire.xlsx]  

o 12/15/2023 – CCPA Request to Limit via Osano’s Web Portal 
 [Correct my Request Type(1): from “no records found” to “Restrict Automated Decision 

Making or Profiling”]  
o [date unknown] – [Correct your Record-Keeping: You did not acknowledge receipt of my agent 

authorization, or the existence of records proving my identity was verified using 2 data points 
maintained by Osano or Wirewheel.] 

 Undisclosed or unfulfilled purposes of personal information collections 
o Based on the totality of personal information collected and disclosed to me for the purpose of 

[PURPOSE], I have cause to question the completeness of data collection events. Therefore, I 
will be monitoring [Osano, Inc., A Public Benefit Corporation] with my vendors who use your 
products and services, and the personal information data collections shared with your third 
parties. If this search yields personal data collection events which are not disclosed in verifying 
your fulfillment of this initial request to correct, I have the right to provide new or additional 
documentation to prove that collections of my personal information are inaccurately recorded or 
not used for the business purpose it was collected.    

 Specific personal information elements that [Osano, Inc., A Public Benefit Corporation]’s service 
providers or contractors collected pursuant to their written contract with [Osano, Inc., A Public Benefit 
Corporation]. 

o I request accurate disclosure of specific personal information elements about Craig S. Erickson 
you allow your service providers or contractors to collect or process, as specified in their written 
contracts with [Osano, Inc., A Public Benefit Corporation]. I expect full cooperation from [Osano, 
Inc., A Public Benefit Corporation] and its third parties to provide me with these documents, or 
disclose them in response to additional Requests to KNOW or CORRECT.  

 
In full disclosure, PrivacyPortfolio, LLC, an authorized agent representing Craig S. Erickson, a California 
Consumer, has submitted this Request to CORRECT in the form of a Consumer Complaint to the California 
Office of Attorney General. This is necessary for ensuring that my request includes all the evidence of missing 
and undisclosed collections and purposes for sharing my personal information. This Request to CORRECT is 
also sent via email to [Osano, Inc., A Public Benefit Corporation]’s legal representative to compensate for 
deficiencies in your Consent Management Privacy Portal configurations, which does not accurately represent 
my Requests to LIMIT, KNOW, or CORRECT.  
 
Additionally, please [Correct your Identity-Proofing Verification Records]: I am revoking my previous  
written authorized agent consent directive and replacing it with an updated version, which can be downloaded 
from https://privacyportfolio.com/AgentAuthorizationConsent_002.pdf or sent as an attachment upon request. 
  
PrivacyPortfolio 
Data Protection Officer 
https://privacyportfolio.com/AgentAuthorizationConsent_002.pdf 
510-330-8638 
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CAPTION: Your privacy rights expire in 15 days. If your authorized agent 
submitted a data request on your behalf, and didn’t tell you to click on this 
link, you’ll have to submit a new request even if you don’t know what happened 
to the previous request. (For California consumers, you are only entitled to 
making these requests once every six months.) 

 
 
 

 
 
CAPTION: We checked the box, and this is our proof. It expires in 15 days so it 
can’t be used against us. Consider this as your reward – just a (really) small 
token of gratitude for exercising your privacy rights. 
 
Conclusion 
 
This case study only covers four privacy portal firms. To my knowledge, only one privacy portal has ever fulfilled a 
CCPA Request to KNOW, which is TrustArc, the same company that certifies Responsible AI companies.  It’s 
possible that other privacy portals from other Responsible AI companies are available, as well as privacy portals 
from companies without Responsible AI programs. It’s probable that at least one other privacy tech firm doesn’t 
violate the laws its product is intended to implement. With your help as a Registered Stakeholder, Yo.ai will 
discover them and assure you they can be trusted.  


