Privacy Portals: Selling Personal Information With Your Consent

Privacy firms like OneTrust, Osano, Securiti.ai and DataGrail provide platforms for consumers to exercise their
privacy rights. These companies feature glowing testimonials from satisfied business customers but what you
never see is a quote from Joe Q. Public saying, "l loved using this portal to exercise my privacy rights. It was so easy
and businesses responded to my requests quickly and accurately.”

This case study explains how these companies routinely violate privacy laws by limiting choices, collecting more
personal information than needed, processing it without written authorization from their own customers, selling
personal information (and Al-powered 'insights') to undisclosed third parties, and concealing audit records from
consumers who can't prove they initiated 'verifiable privacy requests’.

Here are three events | discovered from a registered data broker, NextRoll (formerly known as AdRoll), as a
response to my CCPA Request to KNOW:
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After correlating these three events with records | maintain as a California Consumer, | discovered the undisclosed
content for the three fields highlighted in yellow:
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Often, at the time of fulfillment or soon thereafter, organizations responding to privacy requests ask, “If you have
any questions or concerns, please contact...”.

| do have questions and concerns:

Question #1. Why are many of the fields blank?
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Question #2. As you can see, there are additional fields where collected information is stored. Why is NextRoll
disclosing the “Advertising ID” but not the “cookie created date”?
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Question #3. If the cookie value, event_timestamp, and the advertisable_eid is known, is it possible that NextRoll
does not know the referrer, user-agent, or my ip address?

Concern #1. If the data broker, NextRoll, isn’t tracking my location, my device, or the unrelated sites | visit, how can
they actually satisfy their customers who are paying them for this information? Either NextRoll is hiding information
from me as a California Consumer, or making fradulent marketing claims about their capabilities — which is it?

Question #4. Why these three events, and not the other records | have containing my Cookie value?

Concern #2. As a California Consumer, | have the right to CORRECT any inaccurate information organizations store
about me, but there is no mechanism available to me for exercising my right to do so.

Question #5. How can |, as a California Consumer, correct the incomplete records by submitting the omitted field
values?

Question #6. How can |, as a California Consumer, correct the incomplete record set by submitting the omitted
event records that | maintain?
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To answer these questions and address my concerns, we can ask the other parties associated with these event
records.

HERE'S WHAT | DID NOT DO

NIST: | could issue a Freedom of Information Act Request to the owner of the NIST Privacy Framework Repository
where | issued a pull request for the CCPA-PrivacyFramework crosswalk | contributed, or, | could ask other
contributors to check if they were also tracked by NextRoll;

OneTrust: | could submit a CCPA Request to KNOW to OneTrust, and expect they would disclose NextRoll’s
tracking of my privacy request to Optery, a data deletion company. But | know from previous requests that OneTrust
NEVER responds to them, nor does OneTrust answer my questions or concerns even though | have a direct
relationship and online account with OneTrust as a privacy professional.

Optery: | could ask Optery’s CEO if they can retrieve any events from OneTrust that share the same cookie or
Advertising ID value, but I’'ve already determined that Optery poses no risk to me and | don’t want to take their
valuable time to get entangled in a private, third-party dispute.

The California Privacy Protection Agency: | could also issue a FOIA request (the State of California equivalent) to
discover if the Agency is aware of data brokers who track consumers activity when they submit a formal consumer
complaint online. But | know the Agency has more pressing priorities and | don’t want to distract them from their
rule-making and enforcement responsibilities.

LinkedlIn: | could also issue a CCPA REQUEST to KNOW, but LinkedIn has for its membership, a self-service online
account portal where this can be fulfilled — which | exercise more frequently than the CCPA requires (one every six
months). From these records, | can find no identical cookie values, and if | asked a question, | would be referred to
Microsoft, which I’'ve had no luck with getting responses to any of my inquiries (with one exception).

Github: | could also issue a CCPA REQUEST to KNOW, but Github is also owned by Microsoft, and I’'ve already
determined that exercising my privacy rights with Microsoft is a waste of my time.

The Washington Post: | could issue a CCPA Request to KNOW all the cookies used on their site which tracks my
digital journeys, or ask them to disclose any written contracts they have with NextRoll or OneTrust which authorizes
them to collect and share my personal information. But | haven’t -- because no one else does that. | know that
companies can’t spend an improportionate percentage of their budget on one-off anomalies, and that no
organization has been willing to provide me with just the date of their written agreements to process personal
information with their vendors and other third-parties. (Businesses generally consider the date to be a ‘trade-
secret’.)

Other Stakeholders: | could ask other stakeholders — individuals who have had their privacy requests tracked
through One Trust’s Privacy Portal or Cookie Consent Management Platform or Data Discovery & Fulfillment
Module, or | could ask other WashingtonPost subscribers, Linkedln members, or Github users, etc. etc. —but | don’t
know who they are. Even if | did know who they are | wouldn’t want to invade their privacy and bother them with
getting entangled in my third-party dispute.
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HERE'S WHAT | DID DO

1. Tofind outif “it’s just me” or “ a systemic issue”, | queried other Registered Stakeholders on the Yo.ai
Platform:

SELECT (rs.dID, al.timestamp, o.orgID, e.cookieName)
FROM RegisteredStakeholders rs, Organizations o, ActivityLogs al, Evidence e

WHERE ...

2. |l compared other databrokers with NextRoll to see if and how they track privacy requests through OneTrust.

3. | compared other privacy portal firms (Osano, Securiti.ai, DataGrail) with other databrokers to see if and
how they track privacy requests.

4. |compiled a dataset of all privacy requests I’'ve ever made through all third-party privacy portals, which
involves extracting submitted form values from screenshots, and mining cookies exported from my
browsers in .json format.

5. lauthored this case study to show how privacy portals collects, processes, and shares personal
information without notice, authorization, choice, transparency, or accountability.
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How OneTrust, Osano, Securiti.ai, and DataGrail routinely violate privacy laws

According to the CCPA Regulations, limiting choices, collecting more personal information than needed,
processing personal information without written authorization, selling personal information (and Al-powered
'insights') to undisclosed third parties, ignoring or denying privacy rights requests, concealing audit records, and
hiding evidence from consumers and regulators are all violations of the CCPA and/or CPRA.

c.ﬂm-::‘l!m-uy Search this websit Q‘

Resoupces Career Dpportunities Filea Complaint Diata Brobers

=
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1 What is the complaint about? Check all that apply.*

Right 1o Delete

Right to Comect

B Rigneto know

Right to Opt-out of Sale/Sharing

E Righe o Limit the Use of My Sensizive Personal Infarmation

A business's collection, use, storing or sharing of my personal information
A business is Trying to get my consent unkawfully {such as using confusing or tricky language or dark patterns)
It's unchear Fow o SUDMIL & priviscy réquest 1o 4 busingss
Chélldren’s privacy
Financial incentive or ioyalty programs
Dan't know/not sure

Other

What are the name{s) of the business{es), service providen(s), contractons), or people that you believe violated the California Consumer Privacy
Act?*

[MextRoll, Inc. {formerly AdRolL Inc )]
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l.‘ hmlm Seatch this website 0‘,
Annuncements Meetings b Everits Larws B Repulaorss FAG Resouites Career Opporturities Filie a Complaine Drata Broeers

1 Are you a California resident?

You Bre noT regquired to resade in California 1o submit s complaint. Temporary Bme oot of tThe state does not chanpe whather you reside in Calfornia

Q ves
Na

Don't know/not sure

+ Please describe the complaint.*
Inchide a5 mEny gerally s postiblE, such a3 the dare{s] name of bussnass{et) and peapls [mvotved, and what "-tr_";ne"-tﬂ E\#\'." ine :3\&:'1 for mone
rformation on privacy nghis and how 1o write & Compaaint. 4000 chacacrers max

On 11/1/20231 asked [MexaRoll Inc (formerly AdRoll, Inc)] about their use of Al for Automated Decisionmaking oo [Nextfioll, Inc. (formerty AdRoll,
Inc.)}s destgnated endpaint for Questions and Concerns about thelr Privacy Policy and Practices. [Nexafigl, Inc. (formerty AdRofl, Inc )]
acknowledged my email but never respanded as promisad. Az the time | submited this request, UNDER PENALTY OF PERJURY, my device id was
used to verify my identity.

On 12/15/2023 | submitted & CCPA Request 1o KNOW through [NextRoll, Inc. {formerty AdRgH, Inc |I's designated endpoint for data subject access

Example: "I have a screef Shit of the business's consent interface, and an email | sent 1o the business ™ You will not D ssked 1o submit material in
this form, DuT we My request these ater via email (i you provide your emal address). If you have no materials, sop this queston. 1000 chanmcers
ma

202415_HB3DCM25PS_Craig S_ Erickson_Report csv prowided by [NextRoll, Inc. {formerly AdRoll, inc Jl; and 6 undisciosed emails | have at craig
erickson@privacyportfolio.com, and a complete research study of DataBrokers published 1/20/2023 on daa.worid (Experiment-
2 DataBrokerOracls xis which inchudes tracking cookies and webpages visived using the same device id thar NexgRoll used on 1171/2025 1o verify

oy identity. )
(., Galitornia Privacy Soareh this website Q
Anrsguncements Meetingt b Brents Larars B Repulartionss FAQ Resratees Careef Opportunities File 2 Comglaint Dhata Brokeery

+ Have you already contacted the businessles), service provider{s), contractor(s), or people about the complaing?*

O ve
Mo f Not applicabie

7. Do you wash 1o submit this complaing as an unsworn complaing, or 8 sworn complaint?*
Firsthand knowledge, A swien complaint means that you are aitesting o the truth of the sllagations under penaity of perjury In 2 court of lew, and
that you sre authodzing the Agency to corsac the businessiz) o person{s) mantioned. See Cal Code Regs. Tic. 11, 7300

Unsworn comgplaint
O sworn complaint

Contact Information:

You aré nes required o preside comagy information for an unswirm complaing. However, If you choosz not o includé comact information, we will
b P Wy OF COMTACTING You [0 a5k AhOUt the complaint or get Turther information. If you prefier 1o submit your complaine try mall, click here for the
paper complaing form and instructions.

o First Name: [required]* + Last Name: [required}*

Craig Efickson
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These screenshots are saved in a dossier | maintain on each organization, along with other complaints and
supporting evidence. A common problem with exercising privacy rights through these web portals is that
consumers must take screenshots as the only form of documenting their requests, and most complaint forms do
not accept attachments.

Although I’'m filing the complaint under penalty of perjury, I’'m not given the option of uploading my dossier and
supporting evidence — and the CPPA is not going to access my ActivityLogs and other evidence from my public data
catalog.

Therefore, I've always submitted an additional complaint through the California Office of Attorney General:

On 111172023 | asked [MextRoll, Inc. (formerly AdRoll, Inc.)] about their use of Al for Automated
Decisionmaking to [NextRoll, Inc. {formerly AdRoll, Inc)]'s designated endpoint for Questions and
Concerns about their Privacy Policy and Practices. [NextRoll, Inc. {formerly AdRoll, Inc.}]
acknowledged my email but never responded as promised. At the time | submitted this request,
UNDER PEMALTY OF PERJURY, my device id was used to verify my identity.

On 12M5f2023 | submitted 8 CCPA Request to KNOW through [NextRoll, Inc. {formerly AdReill, Inc)]'s
designated endpoint for data subject access requests. Due to [MextRoll, Inc. (formerly AdRoll, Inc.)]'s
configuration of their vendaor's [One Trust, LLC] privacy portal, there was no method of making a
verifiable CCPA Request to KNOW, using language taken directhy from the CCPA Reguilations - anly "l
want access o my data™

On 10272024, [NextRoll, Inc. (formerfy AdRoll, inc.)] fulfilled my Reguest to KNOW by providing an
APPROPRIATE response to fulfilling my request, butis incomplete and incorrect.

[MextRoll, inc. (formerly AdRoll, Inc.)] most likely violated seweral CCPA Regulations, but the actual
harm to myself and to the public is the issue of ‘Nondisclosed Collection’. | cannot exercise my right
to delete, correct, limit, or opt-out from processing specific records | know were collected, when the
business omits it from their fulfillment report. There is no regulation | am aware of that requires
CCPA-covered entities to disciose specifically what personal information was collected or processed
on a given date for a given purpose. The business decides what to disclose within a period of their
preference, and there is fittle recourse for me to correct the record by adding the undisclosed
records | have of my personal information they collect.

Therefare, | feel strangly that when NextRaoll/AdRoll coliected my device id, they did not disclose at
the time of collection, that it would be used to verify my identity when exercising my CCPA rights, as
required by faw:

Restrictions on the Collection and Use of Personal Information. (c) {1 ). {c){2)and(cCc) (3 ).

Briefly state what you would consider a reasonable resolution from the company MextRoll should be

fined and prohibited from selling personal information of California Consumers



Doouments

Do you want to uplosad supporting doouments? Yes
Upload supporting documents AdRoll-Dosster.docx
Description of document Dossier of all complaints filed with refevant enforcement agencies against

AddRoll / NextRoll

Do you wish to upload a second supporting document? No

The first complaint | submitted against AdRoll was on 1/17/2024.

The second complaint was submitted on 4/4/2024 after an unsuccessful attempt to correct the records that AdRoll
maintains about me.

(¥ Camplaint Form - Californiz % LT MextRell - CCPA Metrics X L NextRoll - Subprocessors * DG NextRoll - Privacy Center x L Bill Text: CA SB362 | 2023-20

c O 8 hitpsy/eppaica.gov/webapplications piaf B &% @

ANNUREMENts Hestings & Events Lavws & Regulations G Resources Caceer Oppostunites File a Complaint Dt Bekoer Registry

What is the complaint about? Check all that apply.*

'l

Right to Delete
Right to Correct
Right to Know
Right to Opt-oux of SalerSharing
Right to Limit the Use of My Sensithee Personal Information
A business's colleqmion, Use, STOMnE or sharing of my personal nformation
A business is Fying to get my consent uniawfully (such as using confising or tricky language or dark patterns)
I¥s unciaar how 19 SUBMIT 3 privacy Mequest 1o 3 business
Childiren's privacy
Financia! incentive or loyalty programs
Dan't know/nat Sure
Other

| was coerced into providing false information in my Request to CORRECT due to NexgRoll's configuration of its privacy request partal, hosted by
an undisciosed vendor, DataGrail, which processes my personal information without my consent.

Now that AdRoll has either changed their name or ownership since filing my first complaint, | begin my discovery
process all over again, recording their new policies, CCPA Metrics Report, List of Subprocessors, a new law
regulating data brokers, and a new privacy portal vendor, DataGrail.

| also reported, “I was coerced into providing false information in my Request to CORRECT due to NextRoll’s
configuration of jts privacy portal, hosted by an undisclosed vendor, DataGrail, which processes my personal
information without my consent.”
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As of 4/24/2024, NextRoll, Inc. failed to acknowledge within the required timeline my CCPA Request to
COREECT inaccurate and undisclosed, missing records, data elements, and data values from my CCPA
Request to KNOW . My first CCPA Fequest to CORRECT was submitted on 4/7/2024 to
https://preferences nextroll com/privacy which was redirected to an undisclosed third-party Consent
Management Platform, DataGrail, Inc. My second CCPA Request to CORRECT is attached as evidence of
UNDISCLOSED COLLECTION OF PERSONAL INFORMATION', and along with this Consumer Complaint
to privacy@NextRoll com, privacy@datagrail io, and info@cppa.ca gov.

Complaint description

Briefly state what vou would consider a reasonable resolution from the company NextRoll should sue me for
making false statements under penalty of perjury if my requests are inaccurate or malicious

Have vou contacted the company about this issue? Yes

Date of last contact

Communication means email, OneTrust webform, DataGrail webform, Al-powered bot

Person communicated with

Results of communication

Have vou previously contacted our Office or other agencies about this issue? Yes

Agencies contacted CA OAG, CPPA

Date agency contacted

No Do any of the following apply to vou?

Documents

Do you want to upload supporting documents? Yes

Upload supporting documents AdRoll-CORRECT-Eequest-2.docx

Description of document my second CCPA Request to CORRECT

Do you wish to upload a second supporting document? Yes

Upload second supporting document AdRoll-COREECT-Request. docx

Description of second document my first CCPA Request to COERECT

Do you wish to upload a third supporting document? Yes

Upload third supporting document AdRoll-Dossier docx

Description of third document AdRoll's history of non-compliance and lack of enforcement actions from the
CPPA which regulates data brokers

Do you wish to upload a fourth supporting document? Yes

Upload fourth supporting document DataGrail-Dossier.docx

Description of fourth document DataGrail's history of non-compliance and unreported denial of privacy rights
Do you wish to upload a fifth supporting document? Yes

Upload fifth supporting document OneTrust-Dossier docx

Description of fifth document OneTrust's history of nen-compliance and wnreported denial of privacy rights

April 1, 2024

PrivacyPortfolio, LLC, an authorized agent representing Craig S. Erickson, a California Consumer, seeks the correction of
specific pieces of inaccurate personal Information and undisclosed collections of personal Information that [NextRoll, Inc.

(formerly AdRoll, Inc.)] has collected about Craig S. Erickson, including:
e How the personal information is categorized;

o [Correct omitted disclosure of “EMPLOYMENT or Job Applicants” category in your fulfilment of my CCPA

Request to KNOW.
e For what purpose the personal information is used;
¢ Who the personal information is shared with;

o [Correct your disclosure of 1. EVENTS DATA (located on “Events” tab): You did not disclose that my personal

information was shared with OneTrust, LLC.]
e Sources of the personal information;
e Non-disclosed personal information collected;
[Correct your Record-Keeping: Include these 2 unrecorded and non-disclosed event along with my job
application, resume and cover letter submitted, and the third party job applicant portal my personal
information was shared with my consent.]

[Correct your Record-Keeping: Include these 3 unrecorded and non-disclosed events along with my notarized,

authorized agent consent directive.]
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Inbox C &

ladrochom| | x‘ QI © { 1of1 )

From Received

no-reply@adroll.com Mon, 04/08/19, 4:26 pm
Thanks for your interest in AdRoll Group

no-reply@adroll.com Fri, 04/05/19, 11:58 am
Thank you for applying to AdRoll!

Craig Erickson Tue, 01/15/19, 7:23 am
RE: Privacy Question

privacy Sun, 01/13/19, 8:07 am
Re: Privacy Question

Craig Erickson Sun, 01/13/19, 8:07 am
Privacy Question

e Consent or authorization to collect, process, or share personal information;
o [Correct your Consent Management Records: | did not consent to or authorize deletion of my personal
information.]
o [Correct your Consent Management Records: | did not consent to or authorize sharing of my personal
information with OneTrust, LLC.]
¢ Non-disclosed events when personal information was collected, processed, or shared.
o 11/1/2023 - Privacy Question: Use of Al for ADM via OneTrust Web Portal
= [Correct your Record-Keeping: Include this unrecorded and non-disclosed event along with my
attached, mandatory Risk Assessment Questionnaire on [AdRoll]’s use of Automated Decision-
making Technologies: CCPA - Al and Automated Decisionmaking Technologies (ADT) Risk
Assessment Questionnaire.xlsx]
o 12/15/2023 — CCPA Request to KNOW via OneTrust Web Portal
= [Correct my Request Type(1): from “I want to have access to my data” 1o “CCPA Request to KNOW?”]
= [Correct my Request Type(2): from “Thank you for submitting your request to access and delete
personal information collected by NextRoll, Inc. and completing the authentication form(s)” to ““Thank
you for submitting your request to access personal information collected by NextRoll, Inc. and
completing the authentication form(s)”]
= [Correct my Request Type(3): from “Thank you for submitting your request to access personal
information collected by NextRoll, Inc. and completing the authentication form(s)” to “Thank you for
submitting your request to access personal information collected by NextRoll, Inc. and validating your
identity by submitting your email address where you believe you are receiving targeted
advertising from NextRoll”]
o [date unknown] — [Correct your Record-Keeping: | did not complete an authentication form. Please
remove this wording from your fulfilment of my CCPA Request to KNOW, unless you can disclose the
authentication form | completed and the date and time it was completed.]
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Here are screenshots from the OneTrust Privacy Portal:

Austherity:
* Covanitry

Unfted Scates '}(
® State

Calfforrna by

"1l am making the request on behalf of the following

® Full Mame
* Ermadl

* Confirm Email

Foilln

Now thal wi o1 your MERCct down, 1#0s £ 1o butingss!
* What is it that you're looking to do? [One requast per form.)
velRE 0 it SOTREE W Y dith »

Okay. we cam help with thag! B firse, we need 1o validate your
kdentity.

* How would you like (o validate your identity?

fushonzed Agent Consert Dinective| .

As you can see, there is no mechanism for me to attach my notarized Agent Authorization Directive.
| would expect to see it in my “Attachments” section of the privacy portal.

Here is the text of my
Request Completed
,01/04/2024, 05:37 PM PST MM/DD/YYYY,

Hello Craig S. Erickson ,

Thank you for submitting your request to access and delete personal information collected by NextRoll, Inc. and
completing the authentication form(s). The following is NextRoll’s access request response made pursuant to
Section 3 of the California Consumer Privacy Act (Section 1798.110 et seq. or “CCPA”). You will find the data
attached with an appendix below explaining each line.

Finally, we have also completed your request to delete your personal data. NextRoll will maintain a record of
your request as required by Section 999.317(b) of the CCPA.

This response prompted me to file another complaint - this time to CORRECT the PRIVACY REQUEST - which

under the law, | am not entitled to do under the CCPA. However, it does impede not only my right to KNOW, but
also deletes evidence supporting my complaints which | attested to under penalty of perjury at the CPPA, the OAG,
the OneTrust portal, and also, the DataGrail portal.
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When | submit my privacy requests, | always use the wording exactly as it appears in the CCPA Regulations, which
includes every disclosure | am entitled to KNOW, including third-parties like:

3. B2B CONTACT DATA (located on the “B2B” tab). This is business intelligence information purchased by
NextRoll and offered through NextRoll’s B2B service, RollWorks. The third party source of this data includes:
HunterlO, People Data [abs, OxyData Inc, and Crunchbase.

4. ATTRIBUTION DATA (located on the “B2B” tab). Firmographic, demographic, and buyer intent
information associated with a user’s cookie ID to provide insights on the type of B2B customers that appear to
be interested in specific products or offerings on a Digital Property. The third party sources of this data include:
Bombora, Dun & Bradstreet, and NextRoll.

Now | have 7 more organizations to mine for personal information in support of my complaints.
However, from my own records and the NextRoll List of Subprocessors, | know this to be incomplete:
AdRoll Pixel Partners

AdRoll partners with hundreds of publishers, networks, and exchanges to make it easy for you to advertise broadly
online through one platform. The AdRoll Pixel acts as a bridge between our advertising partners and our
advertisers.

Once you connect your site to AdRoll by installing the Pixel, you might see additional network requests from
inventory partners. These partners expand the places where we can buy ads for you online, and help us connect
your ad to the right person at the right time.

Here's a list of our top inventory partners:

Partner Legal Links
Google Policy Page
Facebook Policy Page
LinkedIn Privacy Policy
Yahoo & Verizon Media Video Exchange Policy Page
Bidswitch Privacy Policy
Xandr Privacy Policy
OpenX Privacy Policy
Magnite Privacy Policy
Index Privacy Policy
Pubmatic Privacy Policy
Taboola Privacy Policy
Outbrain Policy Page
TripleLift Privacy Policy

We also connect non-inventory partners, such as LiveRamp to the AdRoll Pixel. LiveRamp helps your customers
when you use CRM targeting and opt in to our cross-device graph. They also support third-party data onboarding
and targeting.

LiveRamp Privacy Policy
Experian Privacy Policy

This adds 15 more third-parties, but the list only includes “our top inventory partners”.
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It doesn’t include the company that acts as NextRoll’'s Data Protection Officer (which also does not respond to

consumers’ questions or concerns.)

Lucid Privacy Group

Attention: NextRoll Data Protection Officer
1050 Page Street

San Francisco, CA 94117

USA

I @ Page Info — hittpsy wwwinextrall.com/

o & 2 &
 Mediz

General Permissions  Security

L T
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Which one of these images is used as “an AdRoll Pixel”, and how many distinct organizations is this information
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Type of Request

2 Downioad
We will pravade & bompleie report &f your parsonal data
BOTTRE oo By Fiees, Logking for Advaniper ARcessT
Pt log mio your portal

O Transfer
Package up your dats and send 1 o 0 desewd reoipert

0 Diate
Dadie yout peradasl date Tound i our SySemd

@ Update inacowrackes
Uit any Inpsburbsy you vl found in our Sytems

Request Detais

[ Correct your Consen} Management Records:

0 [Correct my Consant o Delebe (1) |-dd not consent bo o
authonze delstion of my personal mformation when | isseed a
GCPA Request to KNOW on 12/15/2023 via OneTrust Web
Portal

0 [Comrect my Request Type (1); from 1 want to have
access to my data” fo “CCPA Request fo KNOWT]

Indmadual or Advertiser

| 2m making the request on behalf of the folowing:

[ [Optian 1] Myselt v]

| the undersigned Data Subject, do hearby swear,

cerify, and attast that the folowing information is

frue, compiete, and correct and il within the

risdiction of the United States is subject to penalty

of parjury.

& ves - . . . . .
This is the only choice available to me, using DataGrail’s Privacy

Portal to submit a CCPA Request to CORRECT my personal information.
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Hame of Requesior

|. Craig Encl=on |

Company

|. PrecacyPorlfoho |

Pasiion

[ Authoriced Agent |

MextRoll Advertiser Clear Emails

Flaase seiect one of the folowng

[ AN chear emads provided to or colleciad by NextR J

EH‘EEITj' here which emall address{es) saparaied by
A COmma

[ craig-encksonfprvacyportiolo com ]

Additional Information

Additional nformation

palamairicky language 1o claim that | reguesied the deletion
Akhough [HextRoll, inc. (formerly AdRol Inc.}] viclated
several CCP& Reguiations, this compiaint addresses the issue
of Emronecws Treatment of Request. | cannot exarcise my
right to delste, corract, imidt, or opd-out from procassing
specific records |know arg in an ‘Undinciosed Colecton
whan the business claims & has baen delsled

DataGrail’s form does allow me to declare representation by my
authorized agent, PrivacyPortfolio, but does not allow me to upload my notarized Authorized Agent Consent
Directive; nor does DataGrail verify my identity and my agent authorization as required under the CCPA.

Who is violating the CCPA? NextRoll? OneTrust? DataGrail?

How can |, as a California Consumer, detect whether my privacy rights requests were included in NextRoll’s CCPA
Metrics Report on their website?
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Last Updated on: August 7, 2023

Last Updated on: July 1, 2024

Number of Requests to Know Received: 8

Number of Requests to Know Received: 1

Number of Requests to Know Complied
With: 7

Number of Requests to Know Complied
With: 1

Number of Requests to Know Denied:" 1

Number of Requests to Know Denied:" 0

Number of Requests to Delete Received: 7

Number of Requests to Delete Received: 32

Number of Requests to Delete Complied
With: 6

Number of Requests to Delete Complied
With: 11

Number of Requests to Delete Denied:" 1

Number of Requests to Delete Denied:" 1

Number of Requests to Opt-out Received:
553,999

Number of Requests to Opt-out Received:
3177

Number of Requests to Opt-out Complied
With: 553,999

Number of Requests to Opt-out Complied
With: 3177

Number of Requests to Opt-out Denied: 0

Number of Requests to Opt-out Denied: 0

Mean Number of Days to Respond to
Requests to Know: 14

Mean Number of Days to Respond to
Requests to Know: 21

Mean Number of Days to Respond to
Requests to Know and Delete: 13

Mean Number of Days to Respond to
Requests to Know and Delete: 16
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Mean Number of Days to Respond to
Requests to Opt-Out: 1

Mean Number of Days to Respond to
Requests to Opt-Out: 1

Pursuant to the California Consumer Privacy
Act of 2018 (“CCPA”) Section 999.313(g),
NextRoll is providing the following metrics for
the 2022 calendar year (January 1-December
31) for requests received from consumers on
our Privacy Request webpage.

[information collected on 4/3/2024]

Pursuant to the California Consumer Privacy
Act of 2018 (“CCPA”) Section 999.313(g),
NextRoll is providing the following metrics for
the 2023 calendar year (January 1-December
31) for requests received from consumers on
our Privacy Request webpage.

[information collected on 1/2/2025]

These metrics required by the CCPA, only represent the privacy rights requests received through the OneTrust
portal, and not any requests received through other portals, such as DataGrail’s, or any email requests, or any GPC
signals processed.
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MoReply@CPPA <NoReplyi@cppa.cagov>

Correspondence from the CPPA

To Craig Erickson

CALIFORNIA PRIVACY PROTECTION AGENCY
2101 ARENA BLVD

SACRAMENTO, CA 95834

CRppa.ca.goy

November 20, 2024

Via Email (craig-erickson@privacyportfolio.com)

RE: CCPA Complaint and NextRoll, Inc. (formerly AdRoll, Inc.)
Dear Craig Enickson,

Thank you for submitting a sworn complaint to the California Privacy Protection Agency (Agency) on April 7, 2024, The Agency has
completed a preliminary review of your complaint. This letter details the action the Apency has taken or plans to take, together with the
reason for that action or nonaction.

The Agency will be refermng your complaint to the Enforcement Division for additional review. The Enforcement Division’s additional
review might result in a formal investigation based on the aflegations contained within vour complaint and further fact-finding. The Agency
has taken this action because your complaint appears to raise at least one issue within the Agency’s junisdiction.

The Agency may reach out to you agamn for additional information. The absence of a request for additional information does not ndicate,
one way of another, whether the Agency is investizgating. and any requests for information might come later We are unable to share forther
developments, as the Agency’s investigations are generally confidential unless and uatil a matter becomes public throogh an enforcement
action

Please note that we cannot represent you, advocate for you with the business, or force the business to satisfy individual requests for relief. If
you would like to consult an attorney, you can obtain a referral to a certified lawyer referral service through the State Bar at (866) 442-2329,

The CPPA has undisputed jurisdiction over data brokers that collect or process the personal information of
California Consumers. The CPPA has the authority to audit the record-keeping of privacy requests. The CPPA could
subpoena records from the privacy portal vendors to verify the above-reported CCPA Metrics. The CPPA could also
investigate whether this data broker has written contracts with its vendors which authorize them to process
personal inforation of consumers on NextRoll’s behalf. However, neither the CPPA, nor the data broker in question,
are required to provide to consumers relevant information that could help consumers control the use of their
personal information.

My objective is not to punish organizations that violate the laws intended to protect consumers’ privacy — but to fix
the issues obstructing consumers’ right to KNOW, and other important privacy rights as “consumer controls”. If |
were to count all the privacy requests I’'ve submitted over the last five years, calculate the average number of days
to process each one, and then add to that, the time it takes from when a complaint is filed up to when it is done
investigating a company, I’d find the window of opportunity to remediate issues closed.

| cannot, exclusively by myself, test what might or might not be fixed — | need corroboration from other Registered
Stakeholders, which is why | created the Yo.ai Platform.

The Yo.ai Platform offers both scale and velocity. Speed is important because administrative controls such as
legislation progresses over years, while technology progresses at the speed of engineering.
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Securiti.ai

The case study also reports on how Securiti.ai violates privacy laws by limiting choices, collecting more personal
information than needed, processing it without written authorization from their own customers, selling personal
information (and Al-powered 'insights') to undisclosed third parties, and concealing audit records from consumers
who can't prove they initiated 'verifiable privacy requests'.

Unlike OneTrust and DataGrail, Securiti.ai did respond to my CCPA Request to KNOW, and my technical issues
with their platform -- even through my Request to KNOW wasn’t fulfilled. Therefore | will leave it to the reader to
download the ActivityLog, ComplaintLog, and other evidence published on my public data catalog, if they’d like
more detailed information.

But like all privacy portals, Securiti.ai isn’t authorized to process my personalinformation and has not responded
to my request to prove | consented to their processing of my privacy requests to NextRoll. All of these privacy portal
companies, like other vendors and service-providers, refuse to disclose only the date of written agreements with
their customers. What role does Al play in processing data access requests? Are they making decisions
automatically on which requests to process and how? Will Securiti.ai be required to submit annual cybersecurity
audits and risk assessments as a high-risk processor, or are they exempt?
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Osano

Osano acquired Wirewheel, a privacy tech firm that also processed data subject access requests. Osano claims
no responsibility for any personal records collected or processed by Wirewheel. Why should it? Osano’s founder,
Arlo Gilbert, came up with a great promotion:

No Fines, No
Penaltie:

| accepted Osano’s challenge by filing a complaint with the FTC against Osano:

What happened

Cmrmn's deceplive biesiness practicss incudes ol discla=ng peaomal rdommston & collects om Calornia Consuemes; mot horosing
Its pod kcles and resscrabln eapeciations os repeesenbed shrough Hs responses ba daln rghes regquesis and dsorimmating me Trom

SuENCIEng A privacy righis ‘with amy of s cusiomers wind use Dsane’s Consant Managamant Faifom foe comphing with the CORA

Ot Wi 03§ fubmimied & redpiial o “Fastic] Auloatabbd Decizionimaking amd Profling”™ 1o e oanlac] poinl degignabed i [Chana
e, b Puitilc Bonefit Corpofalionl's pr Wy POty whers Sonuemeis Car adh questons: o sxpies conerns @ | gl wen | asned
|z, Ine . A Pulic Beneit Corporation]) o returm the atbschesd sk Assessmer Bossiornsne on Auloensted Dol siormsiing
Tochnoiogies 1o ma persanalky, and the CPPA. Dn TWWEMZDRY [0sana, inc, & Fubiic Bendali Corporaton| vialetod Vedlication Tor Mon
Accauntreiders. { B ] vahieh rogysnes el the Bk inees -\."-\.'"I:l"'l'l' ey of s conkursss maks 1 [N refessal [0 & FRASINARE egres
al certminiby & rasiEraleE cegreg of CEripmty My inEuckE malcnrg] 5 Bl Dy s poils proiele Byt P Sdnsoerer vaekn dala
poinis raintained oy Fe business thal B hee delerminesd {obe relisble for the purgose of ven@ang the cormumes; | he
scknoaviedgernen | recelved om 12323 10 my recquost stabed: in ordes o bedp o wiith your dann regues with Qsano, [nc., A Public
Barall Corpanaiody yodd mesl Chck an e falioing sefiig link @ voiily yoll amall Vanty vour Ennddl B yoa don't vaify your small

Dseha, e, & Pl Ba s Coefoiibodt iy ik 168 cogussal as i it yia Wbl i i sdbiimi 6 nev cece sl %o dre

recening tha emnl becsume you have s bmited o clsss subject ngits reques] Hrough aur parssl COn 1220000338 | recetved ths
response from [Usana, e, 4 Publc Beneft Coeparation ] i fulliiment of ory requecst Hello, we baye linklshed & scanch of our sysicems
] himee nalt fowind any reconds ralating. (o yowe Lat us ke T yon hovsa oy addiannl cuastons. Diondocsly, iE s mmpossibko 30 hava

P 3EC NG dedaseinia F Ui &e G recands, [Daang, nd, & Pulldic Bevsh Corpranstion] apspamedly acguingd Megwhiogl,

wehich vape dlso & pemondl vengdor af mine, anid o which Lspbmitied @ Beousst o ENOW on SIS Urdaitunaiely, nedher the

ecknowksggement on TGS nor fhe luliiment responss on 120200200 ingicabe which requiest it paitains $o, or which esTiity il
[l RS 0 | P ldamc e O Bl my cormes ponid anc e Wit ol ek sincie 2003, which i why | o Bling o complam sgaknst
[ sairat, I, A Fuilifs Benalin Cof o aedn ) wd th tres Fadeen | Trodde Coqvamessbon Tor il and Gecs e ke practicas, I pama ol ar

Oy shopkd pay e ine loesacaling e AP @] e ) DI HR T iy Ll @ ppeaiiurety UG saspcine thelr o TRy i) s Thrdg!

e’y cusiomeers, Thee Jsanp Mo Bres, Ne Panafes Plecige: § yoidne using oo plotioem ang $ow neoene o peEnstty of Tine unoes g
Prvmcy gkt Esinsd Ty o dmla protoction aodonty (DR ot S the resut of aor plaianm, s will oy the Bre or penaity, op 1o

3200000 LSE, addilianal James appiy

This highlights the limitations of filing complaints with the FTC or any other regulatory agency: often there is an
insufficient character limit on the text field for describing the complaint, with no other options for providing
evidence.
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This particular case also highlights the value of collecting evidence: if the evidence is never reviewed there should
be no investigation, and if there will be no investigation there is no need to review evidence. This “insider
knowledge” is what Arlo Gilbert uses to insure his $200,000 bet. The probability that any company, including
Osano, will ever be fined by a Data Protection Authority, is less likely than winning a billion-dollar lottery. At the
same time, companies like Osano, OneTrust, and Securiti.ai advertise their privacy tech software to iapp
(International Association of Privacy Professionals) members, warning about how regulators will ruin your
company reputation if you don’t buy their software.

Company history is an important risk factor.

On 8/19/2020, ISSA ( Information Systems Security Association) hosted a webinar with Osano as the featured
presenter, discussing how important it is to monitor your vendors, using privacy practices as an effective metric for
evaluating security controls. Today is January 3, 2025 and who would have guessed that some California
Consumer would actually monitor Osano’s privacy practices using Osano’s recommendations. Unfortunately,
evidence and events that took place more than one year ago are too stale and not considered to be relevant in
supporting a complaint. History can tell if a violation is a one-time exception, a two-time troubling trend, or a three-
time chronic habit.

Q5Qno

Expanding legislative act ddressing data security

Three quarters of the populaticn would like to see mare govemment
regulation of what companies can do with their customers' personal

infarmation,
BOr L AR 0 S0 I0al wenkn s Ses o m'.armﬁwrms friy e B by bl T, Tt b
A RS
Lrss
pergailtion '-'J::B\'-‘ Moic requiatian
8 F

It's sate to expect that governments and the public to demand better
data privacy practices in the fulure

Arlo Gilbert knows that people don’t want more government regulation.
Arlo Gilbert knows that government regulators are largely ineffective.

Arlo Gilbert knows that no matter how many data breaches Osano suffers and how reprehensible Osano’s privacy
practices are, or how Osano is rated as a vendor by its competitors in the “third party risk ratings” industry, almost
no one is ever fined or ostracized by other companies for violating people’s rights and putting them at risk of harm.
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Exhibit A (A for Arlo):

April 27, 2024

PrivacyPortfolio, LLC, an authorized agent representing Craig S. Erickson, a California Consumer, seeks the
correction of specific pieces of inaccurate personal Information and undisclosed collections of personal
Information that [Osano, Inc., A Public Benefit Corporation] and [Wirewheel, Inc., a company acquired by
[Osano, Inc., A Public Benefit Corporation] ] has collected about Craig S. Erickson.

Status Name Policy Date
UNDISCLOSED Collection Osano, Inc., A Public Benefit Corporation  10/1/2023
NO FULFILLMENT Wirewheel, Inc. 10/10/2022

Notify Date Request Type Notify Email

11/6/2023 Privacy Question-Business https://www.osano.com/legal/dsar

8 I C5ano.com

I o e pidsiciend pevsonal dals to Osand s wonkd B

1o esrchse your data rights 0 yvou are a citipen of a country

wiiich reguines dats fights), plesse comple e Uhis Torm. For
meaee nformmation sbout Osana's privacy practioes. please
review our Privacy P

LR
el B

Racavic Tot

Anpihar indevcdual, a8 an Authonzed Agent

- Courmry of Pk

dapm

CaliTornia

= Rz Tk

Resirict Aulomated Decision Making or Profiing
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1 D53 moC0IT

I st haree pueadled porsonal dals i s O ark] vkl G

of a country

{if you are a i

£ pledce complete DR onm For

mawe information aboul Crana's privacy praciices, please

FEVIOW Ol F

Your request has been
received
Reguest D HARIGTwTEBZDhTEWIDUE

Pitase keep this far your records

Pliease check your inbax for confrmation from
requeshifidatasubect com and verity your emal addreas

CAPTION: Make sure you whitelist the datasubject.com domain in your email
program and remember that Osano.com is the true sender even though we are a
spammer known to all members of APWG.org. And please — do not reply to this
email address - it’s only for notifying you to log into our secure portal
because email cannot be trusted - and we don’t want you to contact us anyway.

Response Date Response Type Responder Type Response
11/6/2023 ACTION REQUIRED Anonymous Email Verification
In order to help you with your data request with Osano, Inc., A Public Benefit Corporation you must click on the following secure link
to verify your email:

Verify Your Email
If you don’t verify your email, Osano, Inc., A Public Benefit Corporation may mark this request as closed and you will have to submit

a new request.
You are receiving this email because you have submitted a data subject rights request through our portal. If you did not make a data

rights request please ignore this email and no further action is needed.

Response Date Response Type Responder Type Response

11/6/2023 ACK Anonymous We've verified your email.

We've confirmed your email and your request has been sent to our Data Privacy Team.

What to expect next:

1

Our Data Privacy Team will begin processing your request as soon as possible.

2

In order to check the status of your request, and receive communications and documents related to your request, you will need to
login into our Secure Messaging Portal. In some cases, our Data Privacy Team may require additional information from you, which
will also be communicated through the Secure Messaging Portal.

Login to the Secure Messaging Portal

3

Once your request has been marked complete in our system, all communications and documents transferred through our Secure
Messaging Portal will be removed within 1 year. If you have additional questions you may be required to submit a new request.
You are receiving this email because you have submitted a data subject rights request through our portal. If you did not make a
data rights request please ignore this email and no further action is needed.
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Request Date Request Type Request Endpoint Request Portal
10/7/2023 Privacy Question info@wirewheel.io [none]
Request Date Request Type Request Endpoint Request Portal
12/18/2023 KNOW info@wirewheel.io [none]

Response Date Response Type  Responder Type Response

12/20/2023 Fulfillment Portal Your Data Rights Request is Complete
Hello, we have finished a search of our systems and have not found any records relating to you. Let us know if you have any
additional questions.
Go to Secure Portal
If you have questions about this request, please send a message through the Secure Portal. A member of the privacy team will assist
you.

o How the personal information is categorized,;

o [Correct omitted disclosure of “[Categories Searched]” category in your fulfillment of my CCPA
Request to KNOW. ]

o [Correct the categories of personal information, categories of sources of personal information,
and categories of third parties to whom a business sold or disclosed personal information, in a
manner that provides consumers a meaningful understanding of the categories listed. | do not
know if Osano’s acquisition of Wirewheel amounts to a sale or sharing of personal information,
nor which privacy policy or categories are referenced in terms of Notice of Collection or
fulfillment of my CCPA Request to KNOW.]

e For what purpose the personal information is used;

o [Correct omitted disclosure of [PURPOSE] for “[Undisclosed Collection]” category in your

fulfillment of my CCPA Request to KNOW.]
o Who the personal information is shared with;

o [Correct omitted disclosure of [UNDISCLOSED EVENTS] from [UNDISCLOSED THIRD
PARTY]: My request to [Wirewheel, Inc.] did not disclose that my personal information was
shared with [Osano, Inc., A Public Benefit Corporation]]

e Sources of the personal information;

o [Correct omitted disclosure of [UNDISCLOSED COLLECTION CATEGORIES] purchased by
[Osano, Inc., A Public Benefit Corporation] or [Wirewheel, Inc.] from disclosed third parties.

o [Correct omitted disclosure of [UNDISCLOSED COLLECTION CATEGORIES] purchased by
[Osano, Inc., A Public Benefit Corporation] from undisclosed third parties.

= third party source: [ ]; third party disclosed collection categories:

o [Correct omitted disclosure of [UNDISCLOSED DATA ELEMENTS COLLECTED THROUGH

THIRD PARTIES].
= third party source: [ ]; third party disclosed data elements: { }
¢ Non-disclosed personal information collection events;

[Correct your Record-Keeping: Include these 2 unrecorded and non-disclosed events along with my

scheduled meeting with Arlo Gilbert and email correspondence
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O
[Correct your

Osano Team

Arlo Gilbert
. Research and Data Privacy

Craig Erickson

Arlo Gilbert
= Al Regulation on the Rise

Craig Erickson
RE: Canceled: Craig Erickson and Arlo Gilbert

L-—q Arlo Gilbert
e Canceled: Craig Erickson and Arlo Gilbert

Craig Erickson
RE: @ Privacy: Part of Your Brand One Way or Another

Arlo Gilbert

& Clearview Al Evades Privacy Fine

9 Newitem v  © Print [0 View v
Inbox & &
Osano.com xQ © { 10of5
From
| A,rk;:;:biesr:ast Approaching

. Address Book

>

Received

Thu, 11/16/23, 6:47 am

€ Reply

Page 24

@ 8 G

Craig Erickson

€4 Reply All — Forward ] Copy/Move [i] Delete

Arlo Gilbert <a@osano.com>

Canceled: Craig Erickson and
Arlo Gilbert

Tue, 11/14/23, 7:17 am

Join our Webinar! 2024's Data Privacy Laws: What You Need to Know

Thu, 11/09/23, 6:17 am

Mon, 11/06/23, 6:24 am

Privacy Question & Concern: Your company's use of Al and Automated Decisionmaking Technology

Thu, 11/02/23, 6:09 am

Fri, 10/27/23, 8:09 am

Fri, 10/27/23, 7:47 am

Fri, 10/27/23, 7:00 am

Thu, 10/26/23, 6:06 am

notarized, authorized agent consent directive.]

o My Request to Limit
o My Request to KNOW
o My Consent to Receive Newsletter Subscriptions via Email
Wirewheel.io xQ @ { 1o0fd >
E Craig Erickson

CCPA Request to KNOW

Craig Erickson

= Reply

Received

Mon, 12/18/23, 9:20 am

Sat, 10/07/23, 439 am

Privacy Question & Concern: Your company's use of Al and Automated Decisionmaking Technology

Anne Smith
SPOKES Newsletter | Get a FREE 30-Day Trial of UPCP

Justin Antonipillai
Last Call | Meet with WireWheel April 3rd

Justin Antonipillai
In Washington DC April 3rd? Meet with WireWheel

Justin Antonipillai
SPOKES In-Person Event | April 3rd

Justin Antonipillai
Going to IAPP? Meet with WireWheel

Justin Antonipillai
Going to IAPP in DC? Join WireWheel April 3rd

Anne Smith
SPOKES Newsletter | Easiest way to manage preferences & consents

Mon, 04/10/23, 11:19 am

Thu, 03/30/23, 11:16 am

Tue, 03/28/23, 12:30 pm

Thu, 03/23/23, 12:15 pm

Tue, 03/21/23, 12:30 pm

Thu, 03/16/23, 12:59 pm

Mon, 02/06/23, 2:36 pm

= Reply All —* Forward

@ This message was sent with High
importance.

Friday, October 27 2023, 8:30 am - Fr

October 27 2023, 8:45 am

https://osano.zoom.us/j/817075705«

Y Location: pwd=rEOcpxIEJAoXM8rBtYMaWYrElS
1

When:

X Remove From Calendar

To Craig Erickson

Apologies, but my travel schedule today has
become difficult.

! Nothing in this email, nor any portion thereof,
constitutes regulatory advice, opinion, or
recommendation by Osano, Inc., a Public

3 Benefit Corporation, Osano International
Compliance Services LTD, or Osano UK
Compliance LTD. If regulatory advice or
assistance is required, you should seek the
asnirae nf an attarnev

Record-Keeping: Include these 3 unrecorded and non-disclosed events along with my

=] Copy/Move [il Delete

Craig Erickson

CCPA Reguest to KNOW

To info@wirewheelio

December 18, 2023

PrivacyPortfolio, LLC, an authorized
agent representing Craig S. Erickson,
a California Consumer, seeks the
disclosure of specific pieces of
information that [WireWheel, Inc.] has
collected about Craig S. Erickson,
including:

i. Categories of personal information it
has collected about the consumer;

Ii. Categories of sources from which
the personal information is collected,
iii. Categories of personal information
that the business sold or disclosed for
a business purpose about the
consumer,

iv. Categories of third parties to

whom the nersanal information was

e Consent or authorization to collect, process, or share personal information;
[Correct your Consent Management Records: | was not notified of Wirewheel’s acquisition by
Osano, and | did not consent to or authorize sharing of my personal information collected by

O

Wirewheel with Osano.]
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¢ Non-disclosed events when personal information was collected, processed, or shared.

o 11/6/2023 - Privacy Question: Use of Al for ADM via email

= [Correct your Record-Keeping: Include this unrecorded and non-disclosed event along
with my attached, mandatory Risk Assessment Questionnaire on [Osano, Inc., A
Public Benefit Corporation]’s use of Automated Decision-making Technologies:
CCPA - Al and Automated Decisionmaking Technologies (ADT) Risk Assessment
Questionnaire.xlsx]

o 12/15/2023 — CCPA Request to Limit via Osano’s Web Portal

= [Correct my Request Type(1): from “no records found’ to “Restrict Automated Decision
Making or Profiling”|

o [date unknown] — [Correct your Record-Keeping: You did not acknowledge receipt of my agent
authorization, or the existence of records proving my identity was verified using 2 data points
maintained by Osano or Wirewheel.]

e Undisclosed or unfulfilled purposes of personal information collections

o Based on the totality of personal information collected and disclosed to me for the purpose of
[PURPOSE], | have cause to question the completeness of data collection events. Therefore, |
will be monitoring [Osano, Inc., A Public Benefit Corporation] with my vendors who use your
products and services, and the personal information data collections shared with your third
parties. If this search yields personal data collection events which are not disclosed in verifying
your fulfillment of this initial request to correct, | have the right to provide new or additional
documentation to prove that collections of my personal information are inaccurately recorded or
not used for the business purpose it was collected.

e Specific personal information elements that [Osano, Inc., A Public Benefit Corporation]’s service
providers or contractors collected pursuant to their written contract with [Osano, Inc., A Public Benefit
Corporation].

o | request accurate disclosure of specific personal information elements about Craig S. Erickson
you allow your service providers or contractors to collect or process, as specified in their written
contracts with [Osano, Inc., A Public Benefit Corporation]. | expect full cooperation from [Osano,
Inc., A Public Benefit Corporation] and its third parties to provide me with these documents, or
disclose them in response to additional Requests to KNOW or CORRECT.

In full disclosure, PrivacyPortfolio, LLC, an authorized agent representing Craig S. Erickson, a California
Consumer, has submitted this Request to CORRECT in the form of a Consumer Complaint to the California
Office of Attorney General. This is necessary for ensuring that my request includes all the evidence of missing
and undisclosed collections and purposes for sharing my personal information. This Request to CORRECT is
also sent via email to [Osano, Inc., A Public Benefit Corporation]'s legal representative to compensate for
deficiencies in your Consent Management Privacy Portal configurations, which does not accurately represent
my Requests to LIMIT, KNOW, or CORRECT.

Additionally, please [Correct your Identity-Proofing Verification Records]: | am revoking my previous
written authorized agent consent directive and replacing it with an updated version, which can be downloaded
from https://privacyportfolio.com/AgentAuthorizationConsent 002.pdf or sent as an attachment upon request.

PrivacyPortfolio

Data Protection Officer
https://privacyportfolio.com/AgentAuthorizationConsent_002.pdf
510-330-8638
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Osano <request@datasubject.com> Sent on: Thu, 06/13/24, B:16 am

Osano, Inc., A Public Benefit Corporation - New Message Concerning Your Data Rights Request

To Craig Erickson

New Message

There is a new message about your data rights request

Login to Portal

This link will expire in 15 days

CAPTION: Your privacy rights expire in 15 days. If your authorized agent
submitted a data request on your behalf, and didn’t tell you to click on this
link, you’ll have to submit a new request even if you don’t know what happened
to the previous request. (For California consumers, you are only entitled to
making these requests once every six months.)

Secure Messaging Portal g erichen e van pertdens com -
Data Request
Saang, W, & Putiag Benein Sorporson ackbiha Bumemana oYy P AN TGN
=
QsQno

CAPTION: We checked the box, and this is our proof. It expires in 15 days so it
can’t be used against us. Consider this as your reward - just a (really) small
token of gratitude for exercising your privacy rights.

Conclusion

This case study only covers four privacy portal firms. To my knowledge, only one privacy portal has ever fulfilled a
CCPA Request to KNOW, which is TrustArc, the same company that certifies Responsible Al companies. It’s
possible that other privacy portals from other Responsible Al companies are available, as well as privacy portals
from companies without Responsible Al programs. It’s probable that at least one other privacy tech firm doesn’t
violate the laws its product is intended to implement. With your help as a Registered Stakeholder, Yo.ai will
discover them and assure you they can be trusted.



